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Glossary of terms
DataQustodian The agency that collects or generates datagioy purpose, and is accountable and
responsible for the governance of that data.

Data Protections Changes made to data to minimise the likelihood of identifying the Data Provider.

Data Provider An individual, household, business or other entity thatpdigs data or has data
about them supplied by a third partyo a government agency.

Data ReleaseMaking data publicly available with no or few restrictions on who may access the data
and what they may do with it.

Data SharingMaking data available ton@ther agency, organisation or person under agreed
conditions.

Data Sharing Agreemenf formal arrangement between a data custodian and another agency,
organisation or individual that details conditions under which data is shared and used.

DisclosureRisk The combination of likelihood and consequence that information about an
individual, organisation or other entity is revealed or provided to an unauthorised person or entity.

Direct Identifier. Information which, by itself, is able to identify an indivatiuorganisation or other
SyiArdeod 9EIYLIE S& 2F RANBOG ARSYGAFTFASNA I NB yIl YS§:
Australian Business Number.

ParticularlySensitive DataAny data where unauthorised disclosure would likely lead to adverse
consequeaces for the individual, agency, organisation or Australia in general. Data which is of a
personal, legal, commercial, security or environmental nature may be considered particularly
sensitive. Thigs broader than thdrivacy Act 1988efinition of sensive datawhich is defineds a
subset of personal information and limits how it can be collected and used.

Personal InformationInformation or an opinion about an identified individual, or an individual who
is reasonably identifiable:

(a) whether the inbrmation or opinion is true or not true; and

(b) whether the information or opinion is readed in a material form or not

Responsible OfficerA senior person in an organisation who has the legal authority to agree to
conditions of shared data use onhmdf of that organisation.

! Privacy Act 1988



Introduction

Context

The Australian Government holds vast amountpulflic sectodata thatit collectsfrom individuals
and businesse®r generateghrough administrative functions of government agencieisisdata
hassigrificant potential to inform policy development, evaluate programs, contribute to economic
growth, and support innovationfor the benefit of all Australians

Acknowledging the value @lublic sectodata, and the needuse it efficiently and with appropria
safeguardsthe Australian Governmemstablishedhe Office of the National Data Commissioner
(ONDCJn July2018 The ONDGsresponsibleor implementing adata sharingrameworkthat
improves acces4o andre-use ofpublic sectordata, while maintaning data privacy and security
this context,data sharings the provision of access to data in a controlled manData release
means providing open access to data, i.e. making it publicly available for anyone to use.

The potential opublic sectordata can be realised in a number of ways. Data sharing allowse ef
existing datao deliver public benefiand the creation bnew datasets to provide rich insights about
communities, families, industrghe environmentand the economyHowever, datalsaring must be
managed carefully and safely to ensure the public trusts how Australian Government agencies
handlethe data they hold

About this Guide

This Guide has been written to assgenciesolding Australian Governmerdata (data custodianp
to sdely and effectivelgharethe data they are responsible foy using fivdData SharindPrinciples
(the Principles)

Where there is a clear public benefiatd custodians may seek share datan a controlledmanner
with a range of users, such as Govaent agencies, the academic research commuaitg, in some
casesthe private sector

This Guide has been structured to assist data custodians to consider the appropriate safeguards to
applybefore sharing Government data, and to promatwore flexible, principle-drivendata access
arrangements.

Part 1 contains information and questioftg data custodiango consider prior to sharing data, such
as the data sharing maturity ahorganisation and thie approach to managing risk. Part 2 explains
each of thePrinciples in a practical order, beginning with the project assessritgmbvides
examples of how each principtgeratesand poses questions to help data custodians ajipyn.

Part 3 includes further guidance on how to manage data shagngementsnce they are in place.

The aim of this Guide is to provide an introduction to the Princiflks.Principles are designed to
enable safe and appropriate data shariAgdata custodian will need toe flexible in applyingthe
Principlesby taking into accout the contextin which the agency intends to share datend may
need to consideother questions than thosé thisGuide.

ThisGuide will bepublished atwww.datacommissioner.gov.aandupdated periodtally.



http://www.datacommissioner.gov.au/

The Data Sharing Principles

There is a growing imperative fpublic sectoidata to beused moe effectivelyto improve

32 0SNYYSyYyild &aSNBAOS RStEAOGSNE |yR a2 ftwhdhdde? YL SE LR
remains in siloes across governmieHowever for many data custodians, there may be barriers to

sharing data easily. ForexampleK SNB Yl & 6S a2YS O2y OSNYyand | 6 2dzi &
exposing it toexternal scrutiny which malgad toa decision not to share data, or to apply
unnecessanprotections to the dataand maysignificarly reduce its usefulnessWhile these are

important concerns, with appropriate risk management, they can be weighed against the potential

benefits to the public that can arise from data sharing.

TheONDCtogether with the Australian Bureau of Statistics (AB&3$developed thePrinciplesto
supportl 3 Sy Gekpdrisiblityld shareby providingan approach foeffectivelymanaginghe
risks associated with data sharingpplyingthe Principles can erlale safe and effective sharing of
data held by the public sectam a way thatdelivers public benefitprotects privacy andhaintains
confidentiality.

The Data Sharing Principles are based on the Five Safes Framework. Originally developed in the
United Kingdomat the Office of National Statistics, the Five Safes Framework is an internationally
recognised approach to disclosure risk management. The ONDC has adapted the Framework as a set
of principles to emphasise the broad set of considerations relatathta sharing in Australia.

The Principlesnablea privacyby-design approach tdata shaing by balancing the benefits of using
government data witha range of risknanagement controls and treatmengparticularly those
managing disclosure risk8y foaising on controls and benefjt;istead ofimerelyreducing thelevel
of detailin the datato be sharedthe Principlescanassist withmaximisngthe usefulness of the
data.

For example, an agency may tnawilling to share a dataset publicly because & ttsk of

identifying the individuals who provided the data. However, the same agency magnifertable
with sharingthat dataset withonly basic data protections in place, such as the removal of names
and addresses, as long as ibidy accessed by autrised researchers in a secure environment.
Alternatively, an aggregated form of the saueta whichdoes not identify anyndividual person or
entity may be made available on a website for public use. This flexible appma@cincrease access
opportunities andcouldlead to improved outcomes for research and decisioaking, whilestill
ensuringappropriatesafeguardingf the data.

TheData Sharingrinciples are:

1. Projects: Data is shared for an appropriate purpthed delivers a public benefit

2. PeopleThe user has the appropriate authority to access the data.

3. Settings: The environment in which the data is shared minimises the risk of unauthorised use
or disclosure.

4. Data: Appropriate and proportionate protections are applied to the data.

5. Output: The ouput from the data sharing arrangement is appropriatefeguarded before
anyfurther sharing or release



Not all data sharing arrangements will require extensive consideration of each Principle. For
example, it maynly be necessaryo consider thedata principlein circumstances where it is
intended that the data will be published or accessible in a publicly available space, such as on

data.gov.au


https://search.data.gov.au/dataset/ds-dga-553b3049-2b8b-46a2-95e6-640d7986a8c1/details?q=national%20map

Part 1 z Before applying the Data Sharing Principles

The data sharing request

Data sharingnay be initiated by a data custodian; however iénerallyinitiated by a requesto a
data wstodianfor data Requestsnay come from anothegovernmentagency, the private sectar
the researchsector. These requests can lmanaged more easiljthe agency haa catalogue of
dataavailableto enableusers to discover dataore efficienty.

A data request is used to initiate the consideratidraalata sharing project; the contents may also
support the development of éormal Data Sharing Agreemewtich clearly articulates the
arrangements, terms and conditions @flata sharingoroject The requesthould also describthe
purpose for which tke data will be used, and can be usediake an initiahssessient ofthe
appropriateness of a projecEach dataequestis likely to include many if not all of the following
requirements:

1 demonstrate an appropriate aim, in line with a relevant purposs teapplicable;

1 demonstrate a public benefit;

1 show that legal, ethical and moral considerations have been addressed;

T adFdS ¢KFG RIFEGEF gAff 0SS dzaSR FyR gKeé AdGQa N

1 state the timeframes for which the user needs the data, and the expected outputs and
outcomes;

9 state who (either named individuals or groups) will be working on the project; and

1 demonstrate feasibility (i.e. the data is suitable/appropriate for answering the question).

Is the data available and suitable?

It is essentialor a data custodiato assess the request andentify the primarysource(s) otlata

that couldbe shared in order tgatisfythe request Initially this may involva data custodian

ensuring thatits availabledatais broadly relevant to the requesh data custodian wilhave the best
understanding of what can and cannot behéeved with the data they holdiscussion betweethe

data custodian anthe requestorcanexplorehow arequestmaybe supported including whether

other agencies may need to be involvéds alsoh YLIR2 NI yi G2 o6S3Ay O2y aiRSNJ
benefit to the public this is addressed in more detailRart 2 of thisGuide.

Can the data be shared legally?

Thedata custodianwill need to confirm that there is a legal basis to share the datene lawg
prohibit certain people or organisationfo examplethose who arenot Australiancitizeng from
accessing Australisgpvernmentdata. Data custodiars need to be aware of these restrictioasd
communicatehem clearlyto prospective usex. Data custo@ans shouldexplore how they can share
data legallyrather thansimply dismissing a request to access data due to perceived legislative
restrictions.



Is there any particular sensitivity in the data ?

Data custodians will need teetermine whether or to what degreethe datais considered
particularlysensitivec for examplepersonal, commercial, environmental, national secuoityegal
sensitivities may bevidentin the data It isalsoimportant to considehow the sensitivityof data

may change followng the application ofthe Data Sharingihciples For exampleendangered
speciedatamayinclude detailed information about the location of habitats if access to the data is
limited to authorisedusers but this same informatiomayneed to beremovedif it were to be
released publicly

Data Sharing Agreements

Data sharing agreementse madebetween a data custodian and the organisation receiving their

dataset (for example, other government agency, research institution;gov@rnment organisation,

private company etc.). These agreements may include how a purpose test is satisfied and details of
projectscovered bythe agreementltshould f 82 &aLISOAFe 6K G GKS, RFGIF OF
and provide information on any sanction that may be impogéle terms and conditions of the

agreementare not adhered tqthis may include reference to legally enforceable sanctions available

under any relevant lajy

In the data sharing agreement, the responsible officer of the organisation receivarressigthe
data would agree thall users within their organisation will abide by the terms and conditions for
accessing the data. The responsible officer may be requiredoide andmaintain a list of
individuals(or groups of individuals within an orgaai®n) thatare accessing data under the
agreement. In some cases, individual users within an organisation may also need to agree to
conditions of usewhich mg be part of authorisation criteria.

It is best practice to make data sharing agreements pytdichilable to maximise transparency.

#1 1 OEAAO Ei x Ol AAOGO |1 AAO OEA OOCGAOBO 1 AA/
It is important to consider thepecificneeds of theequestingperson or organisatiowhen

determining how to support a data sharing arrangemefar example, data custodigare often

aware of what researchers and research organisations are interested in and should be proactive in

publicly releasing data where possiblesearchersare ableto access publicly available datagain

early insighs, whichin turn assissthem in targeting their data requests.

Once a request is received, an ageneygdnsultation withthe requester will need todeterminethe
most appropriatesharingarrangement. Options for sharing data include

a) the data itselissharedg that is, the datds given to the user for them to woda within
their own environmentor

b) access to the daté providedc that is, the data remains in the data custod&n
environment and the user is granted some form of access to that environment (onsite,
offsite orviaan analysis service)

Data custodianbave a responsibility to ensure that, where it is possible to degally andsafely,

data is sharedh a waythat servesthe Australian publicThis meansit is important to take a user

centred approach t@nablethe user, and the publicto get the mosthenefit from the data sharing
Further guidancen options for sharing date included in Part 2 of thi€uide.



Capability and culture

Forsomedata custodianssharing datanaybe a daunting prospecBefore shring,it may be
necessary to assess the internal skills and capability avaitaiileseek additional data expertise or
capabilities where necessaty effectively managelatasharing arrangement3.heremay alscbe
internal cultural resistance, requirirdpta custodians to move from a culture of risk aversion to a
culture of managinghe risks associated with data sharirithe Principles and this document are
designed to support this cultural shift.

Ensuring clear responsibility for each shared dataset

Same data sharingagreementanaybe betweendata custodians and an agency tlsbleto
provide data serviceor example, the Australian Institute of Health and Welfar@nagesnany of
the health-related datalinkingrequests for the Commonwealth and &aandTerritories)

In this situation, thee is joint responsibility, and théata custodian still retains accountability for
appropriate use of the data under a data sharaggeement

Governance and the Data Sharing Agreement

Developingappropriate gvernance fodata sharings a way dproviding confidence for the data
custodian, the Government and the publis Data Sharing Agreement is the means of ensuring all
aspects of the data sharing, tiparticipantsand their responsibilities are documented

Good governanceequirestransparen decisionrmaking (for examplea record otthe assessment of
risksinvolved with the project) anthis transparencygan offer a constructive basis for engagement
with the public.lt isalsoa good idedor data custodansto set up streamlined processés handle
subsequent requests more efficiently.

Costs
The costs of data provision and access need to be considered. If costs are to be passed on to users,
this should be communicated to the data users and documentddeata sharing agreement.

The ideas raised abowse summarised in théist of questions below It should be noted thahisis
not anexhaustivdist. Advice from organisations that hawxperience in applying the Principles will
be invaluabldor datacustodians who do not regularly share their data

10



Questions to ask: Before applying tHeata SharindPrinciples

1.
2.
3.

7.
8.
9.

What is thebenefit orvalue to individuals and society of sharing this data?
How can thiglata sharing arrangemeite done legally

Does theorganisation havéhe datamaturity to manage sharin@e.g.are the required data
skills and capability availalfe If not, is an external service provider needed to assist?

Hasa data source been identified?
Is the data source fit for purpose (i.e.fwil A i YSSiG GKS dzaSNRa y

Is an external service provider need@dprovide expert data service.g. data linking,
storagg?

Has thesensitivily of thedatabeen assess&d
What costs are associated with preparing and sharing the data?

Have good goveance processes been establisifeddata sharing

10. Are arrangements as streamlined as possible?

11



Part 2: Applying the Data Sharing Principles

Managing data sharing risks

In order to encourage the safe sharing of data, the five Principles provide asdisctisk
managemenframework which balances risks against public ben&féch of the Principles can be
considered as an adjustable control mechan{fmn example proportionately higher or lower levels

of control on the environment in which the damaccessed). While each Principle can be considered
independently, all five Principles need to be considered jointly to evaluate whether a particular
instance of data sharing is a safe arrangement. It is the application of all the Principles together that
can deliver a safe datharing arrangementVhere application of the Principles cannot provide a

safe data sharingrrangement then the data custodian should not slkedhat data.

Controls should be based on a realistic assessment of the likelihood asequeence of a risk
occurringand be made in the context of organisational risk tolerance, rather Heesedon
hypothetical worst case scenarios

Adjustable controls provide flexibility to potentially share the same primary data source in multiple
ways inorder to service users with different needs. Throughout Gigde an example of a primary

data source containing detailed information such as income, employment and location will be used.
From this source other datasets (see Diagram 1) could be created:

1 Publicly available datauch as a limited set of tables (for example, household income by
location and personal income by profession) made publicly available on a website. This is
actually a data release (i.e. some form of the data is available to anyathey than sharing,
but is included for completeness.

1 Aggregated datasesuch as complex tables or aggregated records, could be downloaded for
basic research by users with a greater understanding of the data.

1 Research datasetith directidentifiersremoved could be accessed by authorised
researchers in secure facilities.

1 Integrated datasetvhere the primary data could be linked to a dataset from another agency
(for example, linking to household income data to school attendance data) to enhance its
use forother, carefully controlled, projects.

Diagram 1: data from a single data source can be shared in many different ways

——
PRIMARY DATA —
SOURCE @ J — D @
ll’lualilliclg Ag"igreguied R;sec:rch E:}:a for
avai e data ataset ataset inkage
EXAMPLE DATASET (tables on website) (download with (access in secure (withg
conditions) facility) government agency)

Academic or

EXAMPLE USERS General public Data Analysts government Gove::;l _—
researchers =

Iy
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Each data sharing scenario will require different levels of control under each of the Principles, but

each instance of datasharingsth R 6 S RS&A3IYySR (2 LINROYARS Iy | 00S
needs. A user may access data under more than one scenario as their requirements change, with

each access arrangement assessed and managed through the application of the Principles.

1. Proje ct Principle : Data is shared for an appropriate purpose that delivers

a public benefit

The ProjectPrincipleaddresseshe intendedpurposeor use of the datan the datarequest A data
Odzai2RAlY ySSRa (G2 a1y daLa&a dsidwil belbaseda2otindi KS RI G|
ethical, legal anghublic benefitconsiderationsEachdata custodiaris likely tohave a different set of
considerations, because each will operataiifferent context

Data sharing purpose test
Many government agenciesilvhave a policy or legal requiremettitat data sharingnayonly be
undertakenif the datasatisfies a purpose testor example, if the purpose is toform:

Government policy

Research and development widipublic benefit
Program design, implementatioand evaluationpr
Delivery of government services.

= =4 =4 =4

Assessment of data sharing p roject s

Each dta sharing projecfwhether part of dbroaderData Sharing Agreement or nat)ll usually
requireassessmenivhichshouldbe managed through a formal governamm®cess Thismay need
to be establishedor an existingpne modified, to assesslata sharing projectsStrong governance
arrangementsensure that assessments are consistently applied, based on qualified opinions and
that decisions are transparenf anagency isiew todata sharingit may be necessaifpr a
governance bodyo scrutinise alprojectproposalsAs experience is gainestreamliring
assessmentmay be desirableso that project proposalsare consideredmore efficiently (for
example by a snall team, withonly unusualor higher riskproject proposalsbeing considered bghe
governance body This streamlining will allow for faster turnaroundpsbject proposals, whilalso
allowing for greater scrutiny where necessary.

To assist with thessessment, a data custodian can request some key aspects be included in a
project proposakuch aspecifying requirements for ethics approval or consent ftbmoriginal

data providerFor example, ging able to show thaa project has beeronsidered by formal ethics
committeeapprovalprocess will demonstrate to both the requestas well as the data custodian
that the project has no significant ethical barriers. Similafliypformed consent is available from the
data provide(s), thismay reducedata custodian concerns

There will be other considerations that maffectthe projectassessmenprocess such as costs of
sharing and how the sharingayaffect the organisation. For example, research theaminesan

I 3 S yraeghedalogymight be perceved as a risk bthe agency, butouldequallybe used asin
opportunity for the agencyto improve theirmethods. In this casecollaborationmay be more
beneficial than not proceeding.

13



The Project Principlallows agencies toonsider whether sharing thagata they are responsible for
in a particular form woulgrovidea public benefitThe four remainingrinciples addreshow to
balanceprivacy, disclosureand otherobligations and how to minimise risks.

An iterative process

Projectassessment andpproval is the first step towards sharing daftheremainingfour Principles
will need to beconsideredndependentlyand jointly, so that the projecand the data sharing
arrangementare executedin a safe mannelf consideration of the remainingrinciplesidentifies
risks that are unable to be addressed thbe proposedproject may need to benodified andthe
remaining Principles considered in the context of the changes

Questions to ask: Project Principle
1. Isthe project in the public interesind does isatisfy a purpose te8t

2. Has all relevant information been provided to support assessment of the project propos
(e.g.who will access the data, for what purpose, over what period of &me what will
happen to the data when the project en@s

3. What processsor governancarrangementsare neeced to assessmonitor and overseghe
project?

4. Whowill makethe assessmenif whether to proceed with the proje@nd do they possess
the right capabilities to makthe assessment

5. Are there any restrictionge.g. egal or data custodian imposed restrictios) how the
shareddata may be used?

6. How willcommunication with applicants before and duritie assessmenof the project
proposalbe managedo maximise the likelihood of approval? What feedback be
provided?

7. Does there needb be ethics approvafrom a governance body that considers the ethics o
the proposaP

8. Is consent from theriginaldata providergequired?

9. What collaboration opportunitiesauld the projectprovideto improve organisational
processs?

Applying the Project PrincipleThe diagranbelow showshat different levels ofcontrol need to be
placedaroundthe project depending on the us&/hile sharing ofpublicly available data does not
require project controk to be appliedbecause the se of the data cannot be controlled by the data
custodian) additionaland strongeicontrols(such as limitations on the use and-disclosure of the
shared datajnay benecessary as the detail in the data increases

14



Diagram 2: the level of project control will depend on the level of detail being shared

PRIMARY DATA =
T =3

REASING DETAIL IN THE DATA

CREASINGDETAILINTHEDATA o

LEVEL OF CONTROL
PROJECT None Medium High Very High
PEOPLE None Low High Very High
SETTING None Low High Very High
DATA Very High High Low Very Low
OUTPUT None Low High Low
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2. People Principle : The user has the appropriate authori ty to access the
data

Under he People Bnciple,the usermay be required taindergo an authorisation proce$s assess
0 KS dmowediizaskis andmotivations to determinavhether they can usnd in some cases
store) anyshared data appropriately.

Authorising users

The criteria for authorising usemsayhave a legal bas{gr examplea law may authorise a
particularuser to access data)r may serve to satisfy a data custodian that a user understands
expectations whnaccessing shared datin some cases, a data custodian may be able to use all or
part of an authorisation process that has been developed by another agecger to limt
duplication

Users may be authorised to access shared data for a particular project, or obtain a more general
authorisation to access data for multiple projectsmore general authorisation could include the
right to access data on an ongoing basis ¢faample, acced® adatasetthat isperiodicallyupdated

by a data custodignThe data custodian will need to consider the scope of the authorisation in the
context of each access request.

Thefollowingcriteriashould beconsideredoy data custodians ken authorising data users to access
shared data. Noall criteriamaybe necessary (depending on teensitivity of thedatato be
shared:
1 A formal application by a user to beme anauthoriseduser.
9 The user is part of an organisatithrat hasanoverarchingagreement with alata custodian
1 The useprovides evidence dechnical abilityin data analysis
1 The user hasigned an agreement otegally binding undertakingshich governs the access
and use of the data to be shared
1 The user acknowledgéeheir understanding of the sanctions or penalties that apply for a
breach of an undertaking or agreement
1 The wser is provided withrainingregarding theirights and responsibilities

In some caseddr examplefor especiallysensitive data), other criteriamay bedesirable such as:

1 The useis required to hold a currersecurity Clearance at an appropriate level
Trainingis providedon specific technicalspects of working with the data
The user is able to demonstrate experiencesingparticulaty senstive dataappropriately
The user is required to be seconded or employed by the organisation that holds the data
The user is required to Hermally endorsed by a senior member of their organisation

=A =4 =4 =

Training of users

International and Australian expenee in data sharing has shown that the me@useof data

breacheds people making mistakes when using ded¢éher than failures of technology or deliberate
misuse For example, a user who has been given individual access to a secure dataset assumes they
can share their access with a colleague who is not authorisaddesghe same dataset.

16



Aneffective approach taninimise mistakes ito providetraining, ideallyfaceto-face Training can
provide benefits to all partieensuring everyonenderstand their obligationsand responsibilities

in a data sharing communitfhetrainingshouldemphasise thgositivebehaviours and attitudes
necessary to use the data in a manner consistent with the requirements afataesharing

agreements. The legal cortggences of data misuse need to be raised in trainmgit is also

important that useraunderstand other nodegal penalties can apply, such as withdrawal of access to
data, which may detrimentally affect all data users withinommunity Trainingshoul also be

simple, useicentred, positive and interactivéaf exampledata misuse scenarios can be used to
highlight, and facilitate discussion abouggal, moral and procedural issues around data sharing

The data custodigror a training provideengayed by the data custodiamay deliver &ilored
training It can be used telearly convey thaan organisationmustmeet its obligationsandthat
individualusers mustunderstand how® appropriatelyaccess, use and destrdgta, consistent with
the datasharing agreement.

An alternative to training may be to providserswithl aR2 | YR R2y Qi é R20dzyYSy i

should be used cautiously as it Haeen found to bdesseffectivethan faceto-face training,

althoughit may be acceptable if controis the other Principles are enhanced. Users are less likely to
read a long document and it may not be able to effectively articulate all nuances of appropriate and
inappropriate data use.

As a complement to the traininghe data custodian may choose periodicallytest uses to ensure

they understandtheir responsibilities, and can demonstrappropriate attitudes and behaviours
regarding safe data us€or example, providing a scenario relating to an observed procedural breach
and requesting the usatescribehow they would respond to the eventatherthan simply asking
whether they should report an observed breach

It is recommended thaat a minimum, testindpe conductedat the same time, or as soon as possible
after, the training. Combining tools malso be appropriate in that a test could be used to train
LIS2LX S o6& FalAy3da F2NJ OKSANI OASga 2y R2Qa | yR
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Questions to ask: People Principle
1.

What, if any procesdfor authorisationisrequired for people or organisations access data
Who facilitates this proceszHow long willany authorisation be valid®

Will alegally binding undertaking or agreementgovern the access and use be requized
Who needs to complete this undertaking or agreement?

Doesthe userneed to meet any specific criteria sxcess data (e.golda current security
clearance)? What are these criteria?

Does the user have a history of good data handling practibes® the user need to seek
endorsement of their data handling practices from a responsible officer of their aton?

Doesthe userneed tobe trainedin safe usedata storageind technical skilBWho develops
and/or provides training?

What sanctions (legal and ndegal) need to be available for misuse of data? Are these c
to the user?

Are there any restritons an who may applyto access the datée.g. must be an Australian
citizen current affiliation with a particular research institutigth

Applying the People PrincipleHavingappliedcontrolsunderthe ProjectPrinciple the diagram
below shows that iiferent levels of control will also need to be placed around the peopkegain
depending on the usekVhile publicly available data does not requieople contros to be applied
(because the data custodian cannot control who accesses the, @atdifioral controls are
invariablynecessary as the detail in the data increases.

For exampledata analysts accessing an aggregated dataset might need instructions around the

limitations ofthe dataset before they use itesearchers using a secure facility ntighed to
undergo an authorisation process and appropriate traipimgn circumstances here data is used
for linking projects users might be required to have an appropriate security clearance and be
working in an appropriately secure data environment.
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Diagram 3: the level of user authorisation and training will depend on the level of detail

being shared

PRIMARY DATA
SOURCE

g d

=73

CREASINGDETAILINTHEDATA

PROJECT
PEOPLE
SETTING
DATA
OUTPUT

REASING DETAIL IN THE DATA

LEVEL OF CONTROL
None Medium High Very High
None Low High Very High
None Low High Very High
Very High High Low Very Low
None Low High Low
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3. Settings Principle : The environment in which the data is shared

minimises the risk of unauthorised use or disclosure

The Settings ihciple consicers whetherall partieshavetaken reasonable steps to ensure datall

be used in an appropriately safe and secure environmeat onethat minimises unauthorised use
access or loss of datBata custodians need twonsiderthe practical controlsin both physical and IT
environmentsthat can be put in place to control how data is storé@dnsferredand accessed
Controlswill depend on whethethe user willbe provided access to the dafmr exampleyia aweb
service, secure facility or ARl be given the data itselffor example by download or physical
media)

Physical environment
Physical antrols may include:
1 Working inan agreed locatioffor examplejn a personal office, a accesgontrolledroom
or athome)
9 Directand activesupervision
Access during certairestrictedtimes.
1 Keeping physical copie®( example CD, USB stick or printed) of data locked aeay
secured during transfer to a user
1 Making users aware of surroundings and taking care in open plan offices to avoid data being
viewed on screen by unauthorised people.

=

IT environment
IT controlanayinclude:
9 IT security controls as mandated by tti@a custodiarand/or AustralianSgnalsDirectorate.
Data held in aubsystem within thelata custodia® & system
Closed IT environant with no external email or internet access
Rolebased access
Twofactor authentication
Recording of access sessions, with auditing/revdienductedin a transparent manner
Retention of databn a secure server or specific computirive with approprate password
and accesgprotections
1 Requirements tgrovide evidence oflatadestructionat the end of projecbr project
approval period

= =4 =4 4 -4 4

An important aspect of this principkelatesto training (often as part of theuthorisationof users)
This is doa in order to help the user avoid mistakes adsatisfy thedata custodiarthat the user
can be reasonably expected to use and store the data appropridiglyning carreinforce
responsibilitiesuch as:

1 Protecingwork area from oversightof unauthotised people
Maintainingl WOf S KiNlezuhiibk gt@iors appropriately when away
Not onshaiinginformation to unauthorised people
Requiing outputs that are intended for wider sharing to be approvediiy data custodian
Reporinganysecurity incidents to thelata custodiaras soon as practitée.
Not removing any of the informatiorfrom the approved setting without authorisation
Not shatinglogin details

=A =4 =4 4 -4 4
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Questions to askSettingsPrinciple
1.

2
3.
4

e

From what physical location(s) will thetdde accessed?
Does there need to be auditing/checks of these locations?
What physical supervision is appropriate?

What IT security needs to be in plad&Ml the security classification of the data influence |
securityrequirement®

What electronic supevision as well as auditing/recording of use is available?
Is certification of physical and/or IT environment necess#rga,by whom?

Do the controls limit misuse (by mistake and deliberate), interference, unauthorised acc
modification, loss or idclosure?

Do users understand how to access the data safelyanT andor physical environment®s
training required?

How will datatransfer into and out o& secure environmerie managed?

Applying the Settings Principldén considering what contrelare necessary around the Settings, the

following diagram shows thatifferent levels wilhgain be requiredn a similar pattern to the
Project and PeoplErinciples,while publicly available data does not requseatting controlsto be
applied(becauséhow the data is accessed cannot be controlled by the data custgdidditional
settingsare necessary as the detail in the data increases.

An example of controlling the environment is providing data to an academic researcher in the form
of a downloadedile on a secure drive rather than transferring it to portable media. There are also
closed IT systems with passweptbtected, rolebased access available such as the ABS Datalab, the

Secure Unified Research Environment (SURE) orRes&arch Institutioal Cloud Architecture
(ERICA) through which many government agencies undertake their work.
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Diagram 4: the level of controls applied to the data environment will depend on the level
of detail being shared

PRIMARY DATA
SOURCE

2 3

1§

!

INCREASING DETAIL IN THE DATA

LEVEL OF CONTROL
PROJECT None Medium High Very High
PEOPLE None Low High Very High
SETTING None Low High Very High
DATA Very High High Low Very Low
OUTPUT None Low High Low
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4. Data Principle : Appropriate and proportionat e protections are applied to

the data

The DataPrinciple focusses on what treatment of the ddqfar example data minimisation,
aggregatn, removing direct identifiers, or suppressing individual recoigigecessary to control for
risks that could not & addressed by the Project, People &wttingsPrinciples.

Limitations of the Data Principle

It is important to understand the difference between tBata Principle and theDutput Principle.
TheData Principle applies controlésuch agemovingdirect identifiers and other confidentialty
treatments) to the whole dataset available to the user, whereas @eput Principle applies
controls to results that are to be made public or available for further shdmynitpe authorised user
The DataPrinciple protects data going from the data custodian to the data user. The Output
Principle protects the data subsequettt leaving the data user.

Retaining a usecentred perspective as outlined in Parinans thatrestrictionsshould not be
applied to thedata unlesghere is good reason tdo so. Everyrestrictionapplied to a datasetnay
reduce its potentialisefulnessAn appropriately authorisd usermight haveaccesgo the highest
detail of datapossiblein a @ntrolled environment, for an approved purposedatasetsvhere
confidentialitymay be aconcern, most of the anaiigal outputs createdy users wilprotect the
data to some degreddr example produce a table, regression, model, summary, etn.Jhese
casestimay only be necessary to remothee direct identifierssinceconfidentiality and privacy
concerns arable to becontrolledby the application othe Project, PeoplegSettingsand Output
Principles.

Data custodians shoulaekp in mind that theDutput Principle is there to control for any rehial risk
in making results public or available for further shaf(igs is addressed in more detail under the
Output Principle section of thisuide).

Further datarestrictionsmay be appropriate if other controls are insufficient to manage riske
level of control applied to the dataill depend on the sensitivities associated with the data.

As a minimum, thiSuide recommends that removal of direct identifiers is applied in most cases of
data sharing. Identifiers should only be retained if theyaveolutely critical for the project being
considered and even then encryption of identifiers is a preferable opfiamxample of this is in

data linking, but eveim such instancedest pratice is to separat¢he creation of anonymous

linkage variable as a process isolated from analysis or further sharing.

Treating the data

It is beyond the scope of thiSuideto detail the various methods fdreating data (that is, changing

the data to decrease risks of disclosymehether in aggregate andividud record form. There is

much academic literaturavailable as well asxpertise in several Australigovernment agencies

(for example Australian Bureau of Statistics, Australian Institute of Health and Welfare, Office of the
Australian Information Commnggner, the CSIRPand nonrgovernment entitiesfor example,
universities)which can assist with specificlvice on treating data to maintain privacy and
confidentiality(for example the De-identification DecisiorMaking Frameworkleveloped by the

Office of the Australian Information Commissioner @ndl L viDht&b&)
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https://www.oaic.gov.au/agencies-and-organisations/guides/de-identification-decision-making-framework

In brief treatment methodsincludeata reductio2 i NB KvihighSbEréase the detaibr

variables available for sharipgr Wata modificatio®2 G NB {vihi¥hSaifigé the values of

individual data)However, loth of these approachesiayimpact on the utility of the datawhatever
treatment is applied to the data, usewdll need to be made aware of what was done. It may not be
desirable to detail exactly what treatment has been applied (as it may be that this information could
be used to reverse the treatment), but general processes should be communicated to theTinsers.
ensures that users understand the limitations of the data.

Anotherconsideration isvhat other datamay be available to a usdf.a user is able to access other
data in the same environment as the shared dateeré maybe arisk ofthe user comparig related
or similar datasetsf¢r exampletwo health datasets) in order to obtain more information than is
available in theshareddata. Ideallythis risk is controlled with the Project, People and Settings
Principles but if that is not possiblegstrictingthe level of detail in thedatashared, in ordeto
protect against this risknay be necessary.

Whatever treatment is applied to the datthe aim isto balance disclosure risks with bensft.e.
maximisinghe usefulness of the data). All dagharingcarries some riskhoweversmall so it is

better to focus on the likelihood of risks occurring and what can reasonably be done to reduce them
Whenapplyingthe Data Principle, keep in mind that reducing detail in the data may reduce
disclosure 8ks, but also reducatility. If there is no reduction in benefit, then the reduced risk is
alwaysdesirable.

Questions to ask: Data Principle

1. WhatrisksO I tyse&xontrolled using the Project, People ai@kttingsPrinciples?

2. Do direct identifiers need todretained for exampleas a critical part of a projeet
3. Whatfurther data treatment will be appropriate?
4

Are there specific issues associated with the sensitivity of the @ada data which might
identify where endangered species are located)

5. How willdata treatment affect utility of the data? How will this be communicated to
authorisedusers?

6. What related data is expected to be available to the user in the same environment as th
shared dataZanthis be controlled?

Applying theDataPrinciple OnceProjects, People and Settings have beensideed, it will be

much clearewhat controls are necessary around tbBbata PrincipleThe following diagram shows

that averyhigh degree ofreatmentis necessary fadata that is to be made publievhile

progressively less treatmeris necessary as the detail in the data increaaed access to the data is
increasingly controlled by the other data sharing principles (for example, the level of authorisation
required to access the data may be increased)
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Diagram 5: the level of de -identification of data will depend on the level of detail being
shared
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